ABSTRACT In this paper, we study blended representations of Boolean functions, and construct the following two classes of Boolean functions. Two bounds on the r-order nonlinearity were given by Carlet in the IEEE TRANSACTIONS ON INFORMATION THEORY, vol. 54. In general, the second bound is better than the first bound. But it was unknown whether it is always better. Recently, Mesnager et al. constructed a class of Boolean functions where the second bound is strictly worse than the first bound, for r = 2. However, it is still an open problem for r ≥ 3. Using the blended representation, we construct a class of Boolean functions based on the trace function and show that the second bound can also be strictly worse than the first bound, for r = 3. The second class is based on the hidden weighted bit function, which seems to have the best cryptographic properties among all currently known functions.
For general n, two lower bounds on the r-order nonlinearity of n-variable Boolean functions were given by Carlet in [5] . In general, the second bound is better than the first bound. But it was unknown whether it is always better. In [31] , Mesnager et al. constructed a class of Boolean functions where the first bound is tight and the second bound is strictly worse than the first bound, for r = 2. However, it is still an open problem for r ≥ 3. Using the blended representation, we construct a class of Boolean functions based on the trace function and show that the second bound can be strictly worse than the first bound, for r = 3.
It is difficult to construct cryptographic Boolean functions resisting all the main attacks [7] , [8] , [10] , [16] [17] [18] , [23] [24] [25] [26] [27] , [32] [33] [34] , [37] [38] [39] , [42] , [44] , [45] , [48] [49] [50] . The hidden weighted bit function (HWBF) was introduced by Bryant in [1] and revisited by Knuth in [22] . In 2014, Wang et al. investigated the cryptographic properties of the HWBF and found that it seems to be a very good candidate for being used in real ciphers [40] , [47] . Our second construction is based on the HWBF and seems to have the best cryptographic properties among all currently known functions.
The paper is organized as follows. In Section 2, the necessary background is established. We then introduce the blended representations in Section 3. In Section 4, VOLUME 7, 2019 This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see http://creativecommons.org/licenses/by/4.0/ we construct two classes of Boolean functions using the blended representations. We end in Section 5 with conclusions.
II. PRELIMINARIES
Let F n 2 be the n-dimensional vector space over the finite field F 2 . An n-variable Boolean function f is a function from F n 2 into F 2 , and it can be represented by the output column of its truth table, i.e., a binary string of length 2 n f (0, . . . , 0), f (1, . . . , 0), f (0, 1, . . . , 0),
We denote by B n the set of all n-variable Boolean functions.
Any Boolean function f ∈ B n can be uniquely represented as a multivariate polynomial in
which is called its algebraic normal form (ANF). The algebraic degree of f , denoted by deg(f ), is the number of variables in the highest order term with nonzero coefficient.
A Boolean function is affine if there exists no term of degree strictly greater than 1 in the ANF. The set of all affine functions is denoted by A n . Let
be the support of a Boolean function f , respectively, its complement. The cardinality of 1 f is called the Hamming weight of f , and will be denoted by wt(f ). The Hamming distance between two functions f and g is the Hamming weight of f ⊕ g, and will be denoted by d(f , g). We say that an n-variable Boolean function f is balanced if wt(f ) = 2 n−1 . Let f ∈ B n . The nonlinearity of f is its distance from the set of all n-variable affine functions, that is,
The nonlinearity of an n-variable Boolean function is bounded above by 2 n−1 − 2 n/2−1 , and a function is said to be bent if it achieves this bound. Clearly, bent functions exist only for even n and it is known that the algebraic degree of a bent function is bounded above by n 2 [2] , [35] . The r-order nonlinearity, denoted by nl r (f ), is its distance from the set of all n-variable functions of algebraic degrees at most r.
For any f ∈ B n , a nonzero function g ∈ B n is called an annihilator of f if fg (the function defined by fg(x) = f (x)g(x)) is null, and the algebraic immunity of f , denoted by AI(f ), is the minimum value of d such that f or f + 1 admits an annihilator of degree d [30] . It is known that the algebraic immunity of an n-variable Boolean function is bounded above by n 2 [13] .
If we can find g of low degree and h of algebraic degree not much larger than n/2 such that fg = h, then f is considered to be weak against fast algebraic attacks [12] , [20] . The higher order nonlinearities of a function with high (fast) algebraic immunity is also not very low [3] , [29] , [31] , [41] .
The Walsh transform of a given function f ∈ B n is the integer-valued function over the finite field F 2 n defined by
where ω ∈ F 2 n and Tr(x) = n−1 i=0 x 2 i is the trace function from F 2 n to F 2 . The nonlinearity of f can then be determined by
III. BLENDED REPRESENTATIONS OF BOOLEAN FUNCTIONS
Every function g : F 2 n → F 2 n can be uniquely represented as a polynomial
, where a i ∈ F 2 n . Clearly, g is a Boolean function if and only if
for any x ∈ F 2 n . Let g be the univariate representation of an n-variable Boolean function and α ∈ F 2 n be a primitive element. We define the function f α from F n 2 into F 2 as follows
where
Similarly, let f be the ANF of an n-variable Boolean function and α ∈ F 2 n be a primitive element. We define the function g α from F 2 n into F 2 as follows
Then the truth table of f α defined by (1) is 01001011, and its ANF is
}, which can be viewed as a Carlet-Feng function [8] .
Let g be the univariate representation of an n-variable Boolean function. A natural question is whether f α and f β defined by (1) are affine equivalent, for different primitive elements α, β ∈ F 2 n .
If α and β are roots of the same primitive polynomial, then f α and f β are affine equivalent, which can be seen from the following proposition.
Proposition 1: Let α, β ∈ F 2 n be primitive elements and β = α 2 i , where 1 ≤ i ≤ n − 1. Then f α and f β defined by (1) are affine equivalent.
where y = (x n−i+1 , . . . , x n , x 1 , . . . , x n−i ). Let A be the n × n matrix with entries from F 2 such that (x 1 , x 2 , . . . , x n )A = y. Then A is nonsingular and f β (x) = f α (xA). Hence, f α and f β are affine equivalent. If α and β are roots of different primitive polynomials, then there exists an infinite class of g ∈ B n such that f α and f β defined by (1) are not affine equivalent, which can be seen from the following proposition.
Proposition 2: Let α, β ∈ F 2 n be primitive elements and
}. Then f α and f β defined by (1) are not affine equivalent.
Proof: Since f β and f β 2 i are affine equivalent, we only need to prove the proposition for β = α d , where 3 ≤ d < 2 n−1 is odd and (d, 2 n − 1) = 1. Clearly, the truth table of
where k ∈ Z and c i = c i ⊕ 1. Suppose f α and f β are affine equivalent. Then f β is an affine function and for 1 ≤ m ≤ n − 2, it can be written as
Therefore, deg(f 0 ) ≥ 2 which is a contradiction. Claim 2:
− 1, which is contradictory to the fact that deg(
By Claims 1 and 2, we have
Hence, deg(f β ) ≥ 2 and the result follows. We now consider cryptographic properties of the functions in the same blended representation. Let f be the ANF of an n-variable Boolean function and α ∈ F 2 n be a primitive element. Clearly, wt(g α ) = wt(f ) and g α is balanced if and only if f is balanced. If |wt(f ) − 2 n−1 | is sufficiently large, then g α and f have the same algebraic degree, algebraic immunity and nonlinearity. However, in general, cryptographic properties of g α and f may be quite different. In fact, for any balanced function f ∈ B n , we can find an α ∈ F 2 n such that the function g α defined by (2) has the optimum algebraic degree n − 1, where 2 n − 1 is a prime. Proposition 3: Let f ∈ B n be balanced and 2 n − 1 be a prime. Then there exists an α ∈ F 2 n such that the function g α defined by (2) has the optimum algebraic degree n − 1.
Proof: Since 2 n − 1 is a prime, there are exactly 2 n −2 n primitive polynomials of degree n and the product of these polynomials is
Therefore, there exists a primitive element α ∈ F 2 n such that
i=0 a i x i be the univariate representation of the function defined by (2) . Then g α is balanced and deg(g α ) ≤ n − 1. For every 1 ≤ i ≤ 2 n − 2, we have
Therefore,
and the result follows.
IV. CONSTRUCTIONS OF BOOLEAN FUNCTIONS USING BLENDED REPRESENTATIONS A. CONSTRUCTION 1
Let g = Tr(x) ∈ B n and α ∈ F 2 n be a primitive element. Then the function f α defined by (1) is
where x = (x 1 , x 2 , . . . , x n ) ∈ F n 2 and |x| = x 1 + 2x 2 + 2 2 x 3 + . . . + 2 n−1 x n .
In Table 1 , we give the cryptographic properties of f α ∈ B 8 , where p(x) denotes the primitive polynomial with p(α) = 0 (p(x) is given in an octal representation, for example, VOLUME 7, 2019 the binary equivalent of 435 is 100011101 and the corresponding polynomial is x 8 + x 4 + x 3 + x 2 + 1). Clearly, f α has the optimum algebraic degree and the optimum algebraic immunity for all primitive polynomials of degree 8.
We do not know whether f α ∈ B n always have the optimum algebraic degree, which we leave as an open problem.
Let f ∈ B n and D c (f ) = f (x) + f (x + c), where c ∈ F n 2 . In [5] , Carlet proved that
and
In general, (4) can lead to efficient bounds. But it was unknown whether the following inequality always holds:
In [31] , Mesnager et al. constructed a class of Boolean functions to show that the inequality (5) can not always hold for r = 2. However, it is still an open problem for r ≥ 3. In the following, we show that the inequality (5) can not always hold for r = 3. Proposition 4: Let α ∈ F 2 6 be a root of x 6 + x + 1 and f α ∈ B 6 be defined by
Let f ∈ B n and f (x 1 , . . . , x n ) = f α (x 1 , . . . , x 6 ), where n ≥ 6. Then
for r = 3.
where c = (c 1 , . . . , c 6 ). It is easy to calculate that
where B = { (0,0,0,0,0,1),(0,0,0,1,1,0),(0,0, 0,1,1,1),(0,0,1,0,1,0),  (0,0,1,0,1,1),(0,0,1,1,0,0),(0,0,1,1,0,1),(0,1,0,0,1,0),   (0,1,0,0,1,1),(0,1,0,1,0,0),(0,1,0,1,0,1),(0,1,1,0,0,0),   (0,1,1,0,0,1),(0,1,1,1,1,0),(0,1,1,1,1,1),(1,0,0,0,0,0 
and the result follows. Remark 1: Let f ∈ B n and f (x 1 , . . . , x n ) = f α (x 1 , . . . , x 6 ). Then by (3), nl 3 (f ) > 6 * 2 n−6 . While by (4), we have nl 3 (f ) > 5.4 * 2 n−6 . Clearly, the bound deduced by (3) is better than the bound deduced by (4), and the difference between these two bounds tends to infinity when n → ∞.
B. CONSTRUCTION 2
Let hw ∈ B n be the hidden weighted bit function. That is,
where wt(x) = x 1 + x 2 + . . . + x n . Then the function defined by (2) is
where 0 ≤ i ≤ 2 n −2 and i+1 = i 1 +2i 2 +2 2 i 3 +. . .+2 n−1 i n . In Table 2 , one can find some cryptographic properties of this function g α ∈ B n . As a comparison, in that table, we also give the nonlinearity of the Carlet-Feng function which denoted by nl(CF), and the nonlinearity of the evenvariable balanced function proposed by [37] which denoted by nl(MCF). Clearly, the function f has very good cryptographic properties: balancedness, optimum algebraic degree, optimum algebraic immunity and high nonlinearity (higher than the Carlet-Feng function and the function proposed by [37] ).
Let deg(g 1 ) = d < AI(g α ) and g α · g 1 = g 2 . To resist the fast algebraic attacks, deg(g 2 ) is expected to be as high as possible for any g 1 of low degree. Let deg(g 2 ) = e. For 8 ≤ n ≤ 13, in Table 3 , we give the lowest possible values of (d, e). Clearly, d +e = n for n = 9, and d +e ≥ n−1 for n = 8, 10, 11, 12, 13 . This is the optimum case for an n-variable Boolean function to resist the fast algebraic attacks [28] .
Example 5: Taking n = 12, we get the function g α ∈ B 12 , where α is a root of x 12 + x 10 + x 9 + x 8 + x 6 + x 2 + 1. We have deg(g α ) = 11, AI(g α ) = 6, nl(g α ) = 1994 and g α has the optimum behavior against fast algebraic attacks. As a comparison, the nonlinearity of the Carlet-Feng function CF is 1970, and the nonlinearity of the function MCF proposed by [37] is 1982. The function g α is balanced and with the optimum algebraic degree, optimum algebraic immunity and optimum behavior against fast algebraic attacks. It has the highest nonlinearity among all those known functions with the above properties. The truth table of g α can be found in Appendix, where the numbers are in hexadecimal.
V. CONCLUSION
In this paper, we study blended representations of Boolean functions, and construct two classes of quite interesting Boolean functions. We hope that our work would attract more researchers to be interested in blended representations.
APPENDIX
The truth table of g α in Example 5: 
